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Abstract:

Protocols for quantum key distribution (QKD) exploit the very laws of quantum mechanics to
establish a shared secret key between two (or more) parties. In this lecture, we briefly review some
basic elements of quantum optics and their application to continuous-variable QKD protocols based
on Gaussian modulation of coherent fields and homodyne detection. Then, we present a hybrid QKD
protocol where we still use a modulation of coherent states, but the detection stage is replaced by
photon-number-resolving (PNR) detectors. Since our scheme exploits both the wave-like properties
(amplitude and phase) of the signals together with a detection stage that highlights the particle-like
nature of the radiation, we refer to this protocol as “hybrid”. When reverse reconciliation is
considered, the hybrid scheme outperforms the homodyne one both for individual and collective
attacks. In the presence of direct reconciliation, the PNR strategy turns out to be the best one against
individual attacks, but, for the collective ones, the homodyne-based scheme is still to be preferred as
the channel transmissivity decreases.
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